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Are your F&I Managers registered?

Reahard & Associates Inc.  |  866.732.4273  |  go-reahard.com

customer satisfaction in dealerships nationwide. We can do it 
for you. Register your managers for one of the above classes 
or contact us about a private class.

Achieving F&I Excellence!™

More F&I Classes.
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Still WOW! Results.
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Ready to offer your dealers the best?  
Call 800-345-0191 x450 or email info@cnanational.com.

cnanational.com
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OUR COVER STORY
WHAT IS 

THE STATUS 
QUO BIAS?

“You just finished the call. You know, 
the call from the dealer that you have 
been working with for the last couple of 
months. The dealer whose office you left 
last week feeling confident that he or 
she was going to change providers and 
award you their business. All that was 
left was a couple of details to wrap up. 
But now they tell you that they are going 
to stay with their current provider. It 
doesn’t make any sense; you know you 
were the better choice. What happened?”

Does this sound like a situation 
you, or a business partner, have found 
yourselves in? Left to wonder what went 
wrong and why you didn’t secure that 
new client? 

UDS’ vice president of training, John 
Tabar, is here to not only explain the 
‘status quo bias,’ but to offer remedies 
and tactics to avoid this very real threat. 

As an agent, part of the job is helping 
your dealer client’s F&I managers achieve 
success. Reahard & Associate’s Rick 
McCormick believes that by leading them 
to focus on the emotional component 
of the buying process, it could be a key 
factor in increasing profits.

Does your product administrator 
know the recipe for success? If you had 
to think about it, perhaps it’s time to find 
a new partner. Developing a new product 
in the F&I industry requires skill and 
attention to detail. Tom Rubadue with 
EFG companies wants to help you find  
an administrator that has the coveted 
secret recipe! 

We all use it … and if we don’t, I bet 
you $5 that the person sitting next to you 

does. ‘The cloud’ has become an essential 
and useful tool that is used on both a 
personal and professional level. But is 
your information really safe? ARMD 
Resource Group’s Robert Wilson urges 
businesses to devise a safety net for the 
cloud to ensure you don’t end up losing 
information that could hurt your profits 
and your clients.

In this issue’s Meet the Executive,  
AE had the chance to speak with IAS’ vice 
president and head of the agent channel, 
John Lutman. Ahead of his debut as 
a member of the 2020 Agent Summit 
advisory board, Lutman shared the path 
that led him to IAS, what the company is 
working on today and his predictions for 
the future of F&I.

Last, but never least, Automotive 
Compliance Education’s Jim Ganther 
shares the scary reality of phishing. For 
agents, being alert to phishing attacks 
and helping to prevent them isn’t only 
a good idea, it’s a legal obligation. 
Ganther shares some trick of the trade 
to successfully recognizing and deterring 
these threats.

As always, please feel free to email 
me at kate.spatafora@bobit.com if you 
have some thoughts to share about what 
you’ve just read, or if you have ideas for  
a future issue.

D O N E  D E A LD E P T
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P O R T F O L I O  R E I N S U R A N C E

My F&I Success.
My Portfolio.
“The best decision I have made 
for my  dealership, and for me.” 
As a young dealer who rose through the ranks,  
�I�am�especially�serious�about�my�F&I�and�fixed� 
ops�profit�centers.

With�Portfolio’s�flexible�rates,�terms�and�coverages,� 
I�build�our�F&I�program�the�way�I�want�to.�Portfolio’s 
VSC tieback brings my customers’ repair claims back 
�to�my�dealership,�for�better�CSI�and�more�revenue�
for�the�service�drive.

On�the�income�development�side,�my�Portfolio�
agents�offer�all�the�training�we�could�ask�for.�Best�
of all, my Portfolio reinsurance company has the 
best�structure�benefits�in�the�industry,�so�I�build�
personal�wealth�faster.

It’s�a�win-win�for�the�dealership�and�me.

PortfolioReinsurance.com

© 2020 Portfolio Holding, Inc.  All rights reserved.
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LET YOUR VOICE BE HEARD!
Agent Entrepreneur welcomes any comments or questions about 
any of the articles appearing within. Please email the editor, Kate 
Spatafora, at kate.spatafora@bobit.com. Messages may be edited 
for content or clarity.

You’re An 
F&I Expert!

Readers react to some recent articles from  
AE’s resident F&I expert, Rick McCormick.

5 Things You Cannot Teach an  
F&I professional!
Use this five-point checklist to help dealer clients identify 
the best possible candidates for open positions in F&I.
“What is a master but a master student? And if that’s true, 
then there’s a responsibility on you to keep getting better and to 
explore avenues of your profession.” – G.P.

Great article, Rick. There’s a whole lot more than just numbers 
to consider, and you’ve hit the nail on the head about what really 
matters most. The rest will follow. – Frank

Fantastic Rick. As in golf, you play the ball where it lays. No one 
else but you sees movement for improved lie. Figure it out. You 
will become a better player. – G.P.
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Tell All the Managers to Quit!
Cause a stir on your next dealership visit by getting the 
managers together and telling them to quit — quit making 
excuses, quick procrastinating, and quit settling for less 
from their F&I departments.

It’s a lot like watching “The Flintstones,” but instead of “Yabba 
dabba doo,” it’s “Yeah, but dabba doo,”  “Yeah, but I can 
explain” and “Yeah, but is was due to...” Quality questions get 
quality results. Ask your self, staff, and your sphere of influence, 
quality questions and CHANGE! Excellent Rick. 
– G.P.

Always on the Money! Great Article. – Gary

Thanks Rick! Very timely, and an excellent reminder. – Doug
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A C E  S PA C ED E P T

AAgent Summit is the industry’s only event 
designed by and for the hardworking 
professionals driving F&I success 
and dealership profitability across the 
nation. Launched in 2011 and brought to 
you by  Agent Entrepreneur  and  F&I and 
Showroom  magazines, Agent Summit 
recognizes the independent general 
agent’s unique role — and unique needs.

The 10th annual event will be held May 
3–6, 2020, at The Cosmopolitan of Las 
Vegas. Attendees will enjoy an educational 

S U M M I T  U P DAT E SD E P T

Register Now for Agent Summit X 

slate touching on all aspects of agency 
operations — including F&I training  
and development, dealer recruiting, 
agency building, and reinsurance — built 
by an advisory board comprised of top 
agents and F&I industry executives and 
thought leaders.

Don’t miss your chance to:
•  Network with industry peers.
•  Get up to speed on the latest industry 

innovations.

•  Get certified by as an Automotive 
Compliance Professional by 
Automotive Compliance Education 
(ACE) — for no additional charge!

•  Gather intel on current and future 
products, developments, and trends.

•  Hone your entrepreneurial and 
management skills.

•  Learn how top agents become valued 
consultants and indispensable partners 
to their dealer clients.

Agent Summit was founded on the 



PROVIDING THE 

MOST ROBUST 

DEALER 

PARTICIPATION 

PROGRAM OPTIONS 

IN THE INDUSTRY.

WORKING TOGETHER, WE CAN KEEP YOUR DEALERS HAPPY 
AND YOUR BUSINESS THRIVING FOR YEARS TO COME.

Visit protectiveassetprotection.com/agent-dowc

Or call 866 927 2915 to learn more

Earnings vary based on company performance. Protective and its associated companies do not provide tax advice. Please consult with your financial and tax advisor.

Multiple Dealer Participation offerings from Retros, CFCs, 
NCFC to the Protective DOWC™ program 

Serving the automotive industry since 1962

Full suite of F&I products and solutions

Unparalleled service and support

Classroom and onsite F&I training

Easy-to-use online tools to manage your dealers’ 
business and serve their customers
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D E P T

principal that automotive general agents 
are the engine of the auto retail and finance 
industry, driving profits for dealers and F&I 
product providers while helping protect car 
buyers from undue financial distress.

As you know, competition in this 
segment is fierce, and success depends on 
a number of factors outside your control 
— plateauing new car sales, a trend toward 
consolidation, and enterprising regulators 
and plaintiffs’ attorneys among them.

To confront these realities, Agent 
Summit brings agents, agent principals, 
trainers, compliance and reinsurance 
experts, and F&I industry leaders to one 
place to educate, commiserate, and plan 
for the future.

S U M M I T  U P DAT E S

Attending Agent Summit puts you 
in direct contact with the business 
partners and colleagues driving 
your agency, your dealer clients, 
and the F&I industry forward.

I would like to introduce you 
to the board of industry executive 
and experts that have been tasked 
with putting together the most 
educational and game-changing 
agenda to date.

B OA R D  O F  I N D U S T RY 
E X E C U T I V E S  A N D  E X P E RT S

Lee Workum, Agency Principal, 
Specialty Underwriters Group

Bruce Osborne, Chief Revenue Officer, 
Revolos

John Lutman, Vice President of Sales, 
Head of Agent Channel, Innovative 
Aftermarket Solutions

 Randy Crisorio, President & CEO, 
United Development Systems (Brown 
& Brown Dealer Services) and Advisory 
Board Chair

Jay Sharpnack, Senior Vice President 
of Sales & Marketing, Smart Autocare

Jim Maxim Jr., Chief Executive Officer, 
DealerMax

 Dylan Doran, Founder, Western Fidelity 
Insured Services Inc.

INNOVATION 2020

MAY 3-6
THE COSMOPOLITAN 

OF LAS VEGAS
REGISTER TODAY AT 
AGENTSUMMIT.COM

Agent Summit might not  
be the only industry event  
on your calendar. But it is  
the only one designed by 
and for agents like you.
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T R A I N I N G

©gettyimages.com/skynesherQUO
STATUS
THE

BIAS
The status quo bias is present in every 
transaction, and if it isn’t discussed early 
and throughout the acquisition process, you 
could be setting yourself up to receive some 
bad news when you least expect it.

BY JOHN TABAR

YYou just finished the call. You know, 
the call from the dealer that you have 
been working with for the last couple of 
months. The dealer whose office you left 
last week feeling confident that he or she 
was going to change providers and award 
you their business. All that was left was a 
couple of details to wrap up.

But now they tell you  that they are 
going to stay with their current provider. 
It doesn’t make any sense; you know you 
were the better choice. What happened? 

Most of the time we rationalize that 



American Guardian Warranty Services, Inc. is Part of the American Guardian Group of Companies.
800.579.2233 | agws.com

AGWS is an innovative provider of administration services for Agents and Dealers offering 
vehicle service contracts, limited warranties, and a variety of environmental and aftermarket 
products.  AGWS can supply you with cutting edge technology, great customer service, fast 

handling of claims, F&I/Compliance training, reinsurance, and so much more.

DRIVE YOUR BUSINESS WITH

Contact us to learn more: agws.com/ContactUs 

• F&I Products • Capital Advance Program • Technology • Training • Administration

Stop by 
Our Booth at  

Agent 
Summit
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the incumbent must have really cut his 
deal and made some big promises to keep 
the business. Maybe they did, maybe not.

I think more business may be lost due 
to the “Status Quo Bias” of the dealer 
and decision team, rather than a financial 
or service advantage offered by the 
incumbent. 

The status quo bias is a serious threat 
to every competitor vying to unseat an 
incumbent. It’s a powerful threat and 
present in every deal.

If that is so, why are we surprised 
when we get the call?

Overcoming the 
Status Quo Bias
Can we get better at anticipating and over-
coming the status quo bias? Yes, we can. 

The first step is to realize that the 
status quo bias is present in every 
transaction, and that if it isn’t discussed 
early and throughout the acquisition 
process, we could be setting ourselves up 
to receive some bad news when we least 
expect it.

The fear of change allows us to 
rationalize the irrational. 

When thinking about changing 
providers, the dealer will tend to put an 
irrational or greater emphasis on the 
potential pain or loss of the change, rather 
than the potential gain when considering 
you and your agency. 

The status quo bias is rational to the 

dealer when the perceived emotional cost 
of changing is greater than the potential, 
logical benefit of making the change. In 
the moment, the dealer sees the pain of 
change as more real than the possible 
gains of doing business with you down the 
road. Not good.

To work through this, ask the dealers 
some critical questions to explore the 
pain of change so it can be a rational and 
defined part of the process, not a fear. 

For example, they may hear you tell 
them how smoothly the transition will go 
from systems integration to launch. But 
what is more valuable early on, is for them 
to hear that you are a practical expert in 
managing change.  

Eventually, they need to know that you 
will not be just directing the transition, 
but supporting them in confronting the 
status quo bias throughout the process.

Don’t avoid asking some critical ques-
tions that will help gauge the level of the 
dealer’s status quo bias. 
•  Can you share with me a transition  

your organization may have went 
through recently?

•  How did it go? Knowing what you  
know now, would you have done any-
thing differently? 

•  Which of your managers would be the 
first to embrace a change if it benefits 
the business? Who might come in last? 

Asking these types of critical ques-
tions opens a great dialogue. If you are 

fortunate, the dealer may ask why you are 
asking these questions. 

Tell them. Let them know that you 
deal with the status quo bias every day. 
Whether you are training and develop-
ing dealership associates, talking with a 
potential client or even internally in your 
own agency. 

Let them know that for you to be effec-
tive and serve your dealers you must be an 
expert managing and guiding people past 
their status quo bias. Share with the deal-
er that there is no growth without some 
discomfort and pain, and see if they agree.

If they do, change gears and ask them 
to focus on the benefits of not giving 
into the status quo bias and ask them: 
What would happen if you decided not 
to decide, or just continued to accept the 
status quo? 

The only answer is “nothing.” Then 
suggest that if doing nothing was tru-
ly acceptable to them, you most likely 
wouldn’t be having the conversation.  

Don’t be surprised by the “status quo 
bias.” Embrace it and include a discussion 
about it in your acquisition process. If you 
do, you might avoid “the call” with your 
next prospect. 

T R A I N I N G

The status quo  
bias is a serious  
threat to every 

competitor vying  
to unseat an 
incumbent.

John Tabar is the vice president of Training 
at United Development Systems/Brown & 
Brown Dealer Services. He is an industry 
veteran with nearly 30 years experience 
in the automotive retail environment.

©gettyimages.com/gremlin
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of the equation and end on a positive 
note …. “Wouldn’t it be great to be in the 
service department and have no worries 
about the outcome? That’s why the ser-
vice contract is critical for you, since you 
will be keeping this car for seven-years 
and you plan to drive 20,000 miles a year. 
This will provide seven-years of wor-
ry-free driving.”

The features and benefits of the 
product should be used to justify why 
the customer feels the product(s) makes 
sense for them. When an F&I manager 
is spending more than 20% of their time 
with a customer covering the features and 
benefits, their numbers will suffer. We 
all make buying decisions based mainly 
on emotions. We buy houses, cars, and 
televisions that are more expensive than 
we planned because of how it makes us 
feel. Our customers are no different. 
When evaluating an F&I manager’s 
performance, seek to determine what 
percentage of their presentation is used 
on each effort. The right balance is: 
80% of our time should be spent on the 
emotional benefit of the product and 20% 
on the facts that justify why we are buying 
it. This is one of the most effective ways 
we can help F&I managers grow their 
production and income, and the profit for 
the dealer. 

I feel good about the opportunities 
this year. 

ered. That’s a great feeling and that is 
what we are selling, a feeling. Like most 
successful companies, if you have a great 
product, you don’t need to oversell the 
product or its benefits. You sell how the 
product will make you feel. Nike doesn’t 
sell shoes, Gatorade doesn’t sell sports 
drinks and Starbucks doesn’t sell coffee. 
And dealerships don’t sell products, they 
sell a feeling.  

What would it feel like to 
need a service contract 
and you don’t have it? 
Peace of mind is replaced by uncertainty 
and anxiety. When you enter the service 
department with a red light on the dash, 
you are concerned about what the prob-
lem might be, how much it might cost and 
how long they might need to keep your 
vehicle. The fear of missing out (FOMO) 
on needed coverage is just as compelling 
as the peace of mind of having coverage. 
The F&I manager should share both sides 

A

THE 80/20 RULE OF 

SELLING

As agents, our dealership partners are 
looking to us to help their F&I teams 
consistently improve. Much focus is placed 
on the presentation of the customer’s 
options, overcoming objections and 
building value in the products. While all 
of these areas are important, they must 
be wrapped in the cloak of the proper way 
of selling. People don’t buy features or 
benefits, they buy emotions. To convince 
anyone to buy the products offered, 
they must feel what that product will do 
for them, and we must focus on making 
that emotional connection. Helping 
F&I managers focus on the emotional 
component of the buying process is a key 
element of helping them improve their 
overall numbers. 

What would it feel like to need 
a service contract and have it? 
Recently, I pulled into a dealership for 
some repair work. When the service writ-
er came to tell me the diagnosis and that 
the expected repair would cost $1,155, I 
got emotional. I was not emotionally up-
set; I was hoping it would actually cost 
more. With a service contract, I am not 
concerned about the cost or how long 
they keep my vehicle. I have “peace of 
mind” that my car will be properly re-
paired, using genuine manufacturer parts. 
And if they need to keep my car overnight, 
I know I will have a rental car provided. I 
just gleefully toss my keys over to them 
and have no worries because I am cov-

Helping F&I managers focus 
on the emotional component  
of the buying process is a key 
element of helping them 
improve numbers overall. 

BY RICK McCORMICK

S A L E S

©gettyimages.com/FluxFactory

To convince  
anyone to buy the 

products offered, they 
must feel what that 
product will do for 
them, and we must 

focus on making that 
emotional connection.

Rick McCormick is the national account 
development manager at Reahard & 
Associates Inc. He has more than 25-years 
of sales experience, with over 6-years in 
the retail automobile business.
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the market, successful administrators will 
conduct a gap analysis, asking: 
• Is a product truly new?
•  Is there something similar/the same al-

ready in the market? 
•   If so, how is the product performing? 

What are the product sales and loss ra-
tios?

•  What is the growth potential of the 
product?

With the electric vehicle protection 
products we are focusing on in this arti-
cle, the administrator should review the 
current state of the electric vehicle mar-
ket and its growth potential, along with 
the available service contracts, which 
could be sold with electric vehicles. The 
more generalized vehicle service con-
tracts provided a significant amount of 
coverage for components that aren’t 
included in electric vehicles and provid-
ed limited coverage for electric-vehicle 
specific components. The vehicle service 
contracts designed specifically for electric 
vehicles also fell short in one key area – 
battery coverage. Using this information, 
they will see the need to bring to market 
an electric-vehicle-only vehicle service 
contract.

ingredients that go into the mix. 
A good product administrator should 

use a methodical approach to product de-
velopment that involves a large amount of 
research to create each product’s unique 
features and benefits, and ensure the 
needs of all stakeholders are met:
• Agent
• Dealer
• Lender
• Consumer

Lets use potential products for electric 
vehicles as an example. A good adminis-
trator should research the current and 
future electric vehicles in development by 
their different manufacturers, including 
battery manufacturers and suppliers, and 
available service contracts in the industry. 
Additionally, review average repair costs 
to determine which product features and 
coverage levels would be most beneficial 
to each product stakeholder group.

A Different Twist
Good cooks will often say their dish is 
better because of a secret ingredient or 
an extra dash of something unique. The 
same is true in F&I product development. 
When researching current products in 

W

DOES YOUR PRODUCT 
ADMINISTRATOR KNOW THE
RECIPE FOR SUCCESS?

Whether you prefer the food from your 
mother’s kitchen or a four-star restaurant, 
they both have one thing in common: Each 
begins with a recipe. An essential how-to 
that dictates the steps required to achieve 
that perfect bite. Not only does a recipe 
dictate the ingredients, but the amounts 
and order in which the steps must be tak-
en, as well. An error in any of these vari-
ables, and the outcome quickly turns from 
fabulous to failure.

Developing a new product in the retail 
automotive F&I kitchen requires a simi-
lar recipe with specific steps, completed 
in order, and great attention paid to the 

Developing a new product  
in the retail automotive F&I 
industry requires special 
attention to the steps that  
must be completed and what 
‘ingredients’ go into the mix. 
Find an administrator that  
has the secret recipe!

BY TOM RUBADUE

I N D U S T R Y
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Will It Sell?
Another important step in the research 
portion of product development is mar-
ket analysis. Is the product worth devel-
oping? Is the market large enough? What’s 
the cost to create it? Product administra-
tors have finite development resources 
and want to apply those resources to cre-
ating products that will generate revenue. 

When bringing products to market, 
your product administrator should work 
hand-in-hand with you and your dealer 
clients to determine product positioning, 
and how to best utilize F&I products to 

generate more foot-traffic and profit per 
unit sold (PRU). For example, they should 
work with clients to field consumer re-
search, specifically evaluating whether 
and to what extent the product:
•  Differentiates the dealership
•  Increases market awareness
•  Increases the likelihood that customers 

will purchase from a given dealership
•  Is used for determining where to pur-

chase a vehicle
•  Helps generate customer retention and 

referrals
The results of consumer research like 

this helps your administrator determine 
how a given product benefits you and 
your dealers, i.e., if a consumer finds a 
product valuable, they are more likely to 
purchase it, increasing a dealership’s rev-
enue generated on a vehicle sale.

Timing Is Everything
Just because a need has been identified, 
doesn’t mean a product gets developed 
right away. Product administrators need 
to continually evaluate their product 
pipeline in comparison to what’s going on 
in the market.

In terms of our electric vehicle exam-
ple, an administrator should be research-

ing the predicted adoption bell curve for 
when electric vehicles would reach a tip-
ping point in gaining market share com-
pared to traditional motor vehicles to 
determine the timing around the product 
launch. 

Administrators must ask:
•  Do market forces dictate that certain 

products should be accelerated? 
•  Are the priorities aligned with customer 

and client demand? 
Something as simple as seasonal appli-

cation can move a product to the front of 
the development pipeline. 

Cooking It Up
Once an administrator decides to bring a 
product to market, the real work begins. 
With a vehicle service contract, adminis-
trators must evaluate each potential com-
ponent in terms of:
•  Likelihood of breakdown
•  Whether a part can be repaired or must 

be replaced
•  Cost to repair or replace

This evaluation is conducted across all 
vehicle manufacturers, makes and models 
for both current and older model vehicles. 
With the risk analysis in hand, adminis-
trators determine which components are 
covered, and how to price the product to 
cover claims.

In conjunction, a legal team must 
evaluate state laws to determine where 
products can be sold, and whether they 
must be sold as insurance, a waiver, or 
as an extended warranty. Each state also 
has their own rules that must be includ-
ed in any contract. For example, Florida 
has specified that products must be filed 
with a specific price, and once that price 
is set, a seller cannot vary from that price 
for any reason.

Once an F&I product is filed in each 
state, it can finally be sold.

The Taste Test
Product analysis doesn’t end once the prod-
uct is in the market. A good cook would not 
offer a dish without tasting it. And a good 
product administrator must continually 
evaluate its products in the market.

Good administrators don’t abandon a 
product once it has launched, rather they 
continually evaluate current products on 
a regular basis against all the same criteria 
used in the product development phase. 
The more data gathered, the more finite 
an administrator’s rating process will be, 
enabling the administrator to expand 
flexibility and pricing.

Product development is not a one-
step process, but rather a continuous re-
finement to ensure success in the market. 
Just as a good cook continuously updates 
their recipe, so to must product adminis-
trators update their products. As vehicles 
and customer needs change, you and your 
dealers will need new solutions to meet 
those needs. Good product administra-
tors continually evaluate their current 
product mix and new product pipeline 
compared to market need.

They should collect feedback from 
current and prospective clients as to 
what’s working, what’s not working, and 
what needs to be developed. As well as 
also asking those clients to inform them 
on what they don’t want in a given prod-
uct to avoid overcomplicating products.

Just like in any industry, product de-
velopment in the F&I space requires con-
stant research and evaluation, along with 
a strict attention to detail. Continuous 
feedback is required along with a close 
watch over all the variables that can affect 
consumer need, like changes in vehicle 
design, natural disasters causing damage 
to vehicles, changes in repair and mainte-
nance costs, etc. Strong product adminis-
trators are nimble enough to change with 
the times. 

Tom Rubadue serves as vice president of 
product management at EFG Companies. 
EFG facilitates the compliant and successful 
sale of consumer protection products by 
surrounding its clients with an engagement 
model that incorporates an array of training 
and marketing services.

I N D U S T R Y

Good administrators don’t abandon a product 
once it has launched, rather they continually 
evaluate current products on a regular basis.
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The Safeguards Rule requires that  
businesses implement administrative, 
technical and physical safeguards as 
part of an information security program. 
Information such as non-public person-
ally identifiable financial information 
(NPI) falls within the category of in-
formation that must be safeguarded by 
businesses. In the last decade, we have 
seen the rise in the use of cloud com-
puter servers to back up computer sys-
tems, to protect against possible loss of 
data due to computer failure or possible 
malicious attacks via phishing, virus-
es, ransomware and a virtual parade of 
malware. The big players in the industry, 
Google, Microsoft and Amazon, all offer 
cloud computing/cloud-based storage. 
Cloud backup is represented as a safety 
net allowing you to sleep easy at night 
knowing that your critical business data 
is safely stored as required by the Safe-
guard’s Rule. But how safe is it?

Amazon was in the news recently 
when reports surfaced that one of 
its former software engineers named 
Paige A. Thompson hacked into Capital 
One’s cloud data server which was 
hosted by Amazon Web Services (AWS). 
Thompson, who was formerly a software 

engineer for AWS and worked in the 
company’s S3 cloud storage technology 
group, is alleged to have obtained the 
personal information of 100 million 
U.S. customers of Capital One, mostly 
from credit card applications. She is also 
alleged to have breached a large telecom 
provider, an Ohio government body, 
and a major U.S. university through 
this same configuration vulnerability. 
The information she allegedly obtained 
from Capital One customers included 
names, addresses, zip codes, phone 
numbers, email addresses, dates of 
birth and self-reported income. Reports 
state that Thompson used something 
called a “server-side request forgery” 
(SSRF) to gain access to the confidential 
information that Capital One customer 
data hosted on the AWS servers. Without 
getting too technical, SSRF attacks trick 
the web application firewall (WAF) 
into running commands and obtaining 
information that should not have been 
permitted.

Amazon’s position was essentially 
that they provide storage and the 
customer is responsible for security. 
In this particular case, Amazon stated: 
“AWS was not compromised in any 

way and functioned as designed...[ 
Thompson] gained access through a 
misconfiguration of the web application 
[the WAF].”

So what does this mean for you? You 
should have your IT provider review the 
configuration of all web applications, at 
a minimum, to confirm that your WAF is 
not vulnerable to the same sort of SSRF 
attack as was used here. You should 
consider encrypting data on the cloud 
and also archiving older data. A review of 
your cloud vendor contract with counsel 
should be made. Many contracts contain 
disclaimers for data loss, and this sort of 
language together with indemnity and 
limitation of liability clauses needs to 
be reviewed carefully so you understand 
the consequences of any data breach.  
A review of cybersecurity insurance  
policies would also be helpful, especially 
any limitations or exclusions (e.g. due to 
improper configuration).

As for the Amazon situation, a class 
action lawsuit was filed against Amazon 
in Washington State in August 2019. 
There are some very strong allegations, 
including a claim that the SSRF attack 
was a known vulnerability in AWS that 
Amazon failed to correct.

Cloud backup is represented  
as a safety net allowing you  
to sleep easy at night knowing 
that your critical business data 
is safely stored as required  
by the Safeguard’s Rule.  
But how safe is it?

BY ROBERT J. WILSON, ESQUIRE

L E G A LD E P T

Is Your Data 
Safe in the 
Cloud? 
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While Amazon has contractual  
language disclaiming liability for data  
loss, the claim that a former Amazon 
software engineer with AWS was the 
perpetrator of this hack gives rise to 
theories that she may have had inside 

knowledge on how to attack and breach 
the Capital One firewall. There are 
claims that she had some AWS account 
credentials, which the firewall accepted, 
and let her access buckets of confidential 
data. If true, these claims give rise to 
questions about where and how she 

obtained the credentials, and how she 
knew the credentials would be accepted 
by the Capital One (and possibly 
other) cloud firewalls. Apparently, 
misconfiguration attacks against AWS 
cloud servers have happened in the past, 

so there is bound to be some level of 
scrutiny on changes or the lack of changes 
in the default configuration made or 
notices, which were given by Amazon as 
a result of these past incidents.

The takeaway here is that your 
compliance manager must be constantly 

Cloud backup is represented as a safety net allowing you to sleep 

easy at night knowing that your critical business data is safely 

stored as required by the Safeguard’s Rule. But how safe is it?
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address internal risks (including the 
significant risk posed by ex-employees) 
and external risks, such as hackers and 
configuration vulnerabilities. While 
Amazon’s position that it only provides 
storage and the client provides security 
has some “curb appeal,” it is too soon 
to say how this will be treated in the 
courts, especially given the identity of 
the hacker. The bottom line is that an 
“everything is backed up into the cloud 
and is therefore safe” approach, cannot 
nor should not be the end of your 
security concerns. Rather, you would be 
well served to examine the cloud backup 

a little more closely so you will not be 
defending a class action lawsuit like 
Amazon. 

DISCLAIMER: Content provided in this article 
is intended for informational purposes only 
and should not be construed as legal advice and 
should not be relied upon or acted upon without 
retaining counsel to provide specific legal advice 
based upon your particular situation, jurisdic-
tion and circumstances. No duties are assumed, 
intended or created by this communication. No 
attorney/client relationship is being created by 
your review or use of this material.

© 2020 Robert J. Wilson, All Rights Reserved

Robert J. Wilson, Esquire (Bob) is a Philadelphia lawyer and is General Counsel for ARMD Resource Group. Bob 
is the principal of Wilson Law Firm and has over 30 years of experience both as a counselor and as a litigator in 
State and Federal Courts. Risk management, problem solving and dispute resolution are his core competencies. 
Bob’s practice is largely in the consumer finance space and he regularly consults with Lenders and contributes 
articles on various compliance related issues.

vigilant due to the fluid nature of attack 
vectors used by hackers and other bad 
actors. Securing NPI against internal 
and external threats, and compliance 
with regulatory requirements such as the 
Safeguards Rule, is paramount. Keep in 
mind that the attack here came from a 
former employee (e.g. an internal threat) 
rather than an external third party with 
no connection to Amazon.

Safeguarding should consider and 

An “everything is  
backed up into the cloud 
and is therefore safe” 
approach, cannot nor 
should not, be the end of 
your security concerns.

L E G A L D E P T
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Vice President and Head of the Agent 
Channel at Innovative Aftermarket Sys-
tems, John Lutman, joins the Agent  
Summit advisory board for the first time 
this year. Ahead of the event, he spoke 
with us about the path that led him to 
IAS, what the company is working on, 
and his predictions for the future of F&I.  

 John, for those who don’t know, please 
tell us about IAS and how it’s grown in 
the past few years. 

 IAS started in 1984 in Texas. In the 
early days, we were an ancillary product 
administrator, but we have quickly mor-
phed into the country’s first and most 
complete F&I solutions provider that has 
a huge focus on General Agents. Today 
we offer seven solutions for agents and 
dealerships — vehicle service contracts, 
ancillary coverages, retail technology, in-
come development, turnkey reinsurance, 
a training institute, and performance 
marketing. The key for us is that we take 
time to understand our client’s distinct 
needs and customize our products to fit 
their specific situation.

 What is something industry insiders 
may not know about IAS?

 The one thing most people don’t 
know about IAS is that we’re a jack-of-
all-trades. As I mentioned above, our ser-
vices are very customizable, even ancil-
lary products and training. We don’t have 
a cookie cutter approach to anything. We 
build what our clients request. 

A lot of people think, “That can’t be true 
because that would take a lot of work.” It is 
a lot of work, but it’s what we do.

 Can you offer an example of how you 
tackle that?

 We have a product development team 
that’s led by Brad Hunter, who’s been 
in the industry for more than 40 years. 
Brad’s product team takes daily requests 
from agents, dealers, and our nation-
al accounts customers, and they build 
those products specific to the custom-
er’s specifications. I think that’s one of 
the strongest systems we have.

Additionally, our product line is com-
prehensive. We have multiple offerings 
for partnering clients.  One of our new-
est offerings is performance marketing. 
We create dealer-branded marketing 
materials to use to target consumers 
who left the dealership without a service 
contract. We’ll offer them a vehicle ser-

IAS’ John Lutman joins the 
Agent Summit advisory 
board for the first time this 
year. Ahead of the event, he 
spoke with AE about his 
career path and what’s on 
the horizon at IAS.

M E E T  T H E  E X E C U T I V ED E P T

An Interview with John Lutman

vice contract and also find out why they 
didn’t buy vehicle service contracts. We 
can help identify when a dealership’s F&I 
office is out of sync with their customers. 
We also have a software product called 
Dealer Wizard that does equity mining 
within dealerships. Finally, we can also 
private-label products for major dealer-
ship groups, including Sonic Automotive 
and Penske Corporation. We really reach 
deep into the marketplace.

 What is your role in all of this?

 I head the Agent Channel. Our team 
has about ten people, all with in-depth, 
direct car industry experience, and we 
partner with 275 general agents. Our job 
is to solely help them grow their busi-
nesses and their client bases. 
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 That seems like a huge number of  
clients for nine people to handle. How 
much time is spent with clients?

 We are constantly in touch. My team 
has multiple conversations with clients 
each day. On top of that, we have month-
ly business reviews with clients. 

 You had mentioned that data plays a 
large role in your work with clients.

 Yes, we are a very data-driven compa-
ny. We use a third-party software program 
called Qlik that helps us view and explore 
data, so we can share that data and help 
our clients grow their business. And in 
our monthly business reviews with our 
agents, for example, we really dive into 
it and show clients what products work 
best, along with comparisons for how 
they’re doing against other dealers in the 
region. If other dealerships are outper-
forming them with a particular product, 
we can help our client identify that oppor-
tunity and help them reach that number 
in their store.

The data allows us to work more closely 
with our clients. The review meetings en-
sure that we’re doing our job as their part-
ners in every aspect of the dealership. We 
gather ideas, introduce them to new prod-
ucts, and determine if we need to develop 
new products and ask questions. How’s 
their pricing? How’s their performance? 
We constantly talk about those topics. We 
also constantly monitor our performance 
with the clients and gather feedback.

 I’ve read about how you always take 
a very hands-on approach in your work 
and you urge others to do so, too. I found 
that interesting because you always hear 
data- and tech-driven people don’t con-
nect with others on a one-on-one basis.

 I come from a retail background, and 
I’ve taken a lot of jobs over the years that 
other people haven’t wanted. I did that 
because I wanted to learn, not because I 
was chasing a big paycheck.

One of the things I’ve learned is that 
we use technology to provide information 
to our clients. Often in this industry, we 
shy away from educating consumers be-
cause it would make more work for us. 
But if you look at today’s customers, they 
know more about what goes on in a vehi-
cle than some salespeople. We take that as 

an opportunity to say, “let’s educate our 
clients as much as possible.”

I believe we are among the most trans-
parent companies with our clients. We let 
them know all the information they need 
to make educated decisions about what’s 
best for their enterprises, and everything 
we do is focused on being a trusted advi-
sor to our clients. We are providing them 
with something that no other similar 
company can provide them.

 You’ve worked on both the retail and 
provider side, correct? 

 My career path started with Ford Motor 
Credit Company. I was promoted into a po-
sition with dealer credit analysis. Through 
that promotion, I started working with all 
the F&I directors and managers, rehashing 
deals and getting people into loans. 

I worked a lot of long hours for Ford 
Credit, and I learned a lot there. My hours 
were the same hours as those in the F&I 
offices. Although I’m glad I got the corpo-
rate experience and worked for a big cor-
poration, I was always intrigued with the 
retail business. In February 2004, one of 
my best friends who owned asked me to 
become his sales manager. I’d never sold 

cars. I went to the desk right away.
Working at a dealership, a small busi-

ness, is an education not only in your 
career, but in life. From your accounting 
team to your mechanics to your sales-
people, it’s exciting and lucrative. When 
you’re 21 years old and want to make 
money and end up earning $10,000 a 
month, that’s an experience no one can 
ever take away. I loved watching young 
guys do that.

 Was it interesting to return to the  
other side of the business when you 
joined IAS?

 Yes. I really enjoyed retail, but working 
for IAS and getting the expose to multiple 
dealer throughout the country is some-
thing you will never learn working in one 
dealership.  IAS wasn’t big when I first 
started. Back then, we were an agency 
of about 100 people. Now, we have more 
than 600 employees. 

 It had to be interesting to go to IAS  
after working in a dealership and seeing 
F&I in action. F&I in a dealership has to 
be exciting.

 It’s one of the most exciting parts of 
this industry. It’s often “turn-and-burn,” 
just basically moving vehicles. And with 
very little front end gross profit, the F&I 
department must fire on all cylinders. 
That’s what intrigued me. 

And when you have a high rate of turn 
on used vehicles, you can see 200 of them 
a month in the service department. That 
means you’re making $18,000 to $20,000 
on the back end. People don’t realize 
what the F&I department and the service 
department bring to the bottom line. To-
day dealership can’t survive without those 
two departments.

 What are some of the biggest changes 
you’ve seen in F&I since you started in the 
car business?

 The consumer is much more educated. 
As the consumer became more educated, 
it’s less about convincing and more about 
choosing the best products. There are also 
more programs out there that tie the deal 
with the consumer back to the dealership. 

Dealerships are now embracing more 
educated customers. Now, the work is 
based more on a better customer expe-

The one thing most people 

don’t know about IAS is 

that we're a jack-of-all-

trades. As I mentioned,  

our services are very 

customizable, even 

ancillary products and 

training. We don't have a 

cookie cutter approach to 

anything. We build what 

our clients request. 
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completely different, we can do that, too. 
We adapt to the vision of the owner and 
help them execute that vision. 

 On a more micro level I wanted to ask 
you about F&I managers. Is there some 
quality that you see that makes you think 
someone is going to be a big success? 

 I do. I think there are a few. When I 
look at the F&I department and meet an 
individual that has a transparent person-
ality, I know that person will be more suc-
cessful than someone with an old-school 
personality of high domination. 

I think that you’re going to see more 
and more successful F&I managers that 
are more transparent, better educated, 
web-savvy, and who understand their cus-

I don’t think salespeople as F&I con-
sultants will saturate the market — cer-
tainly not right away. It’s a culture change. 
It’s very hard to take the risk. Dealers will 
think ‘How’s that going to affect me fi-
nancially if I take the risk and it doesn’t 
work?’ But I think that, at least for a com-
pany like ours, we are already starting to 
change our philosophy. 

We tailor our process with F&I based 
on what the customer wants. If you want 
one person to work with the customer 
from start to finish, we can help you with 
that process. If you want a traditional or-
ganizational structure, we can do that. If 
you want a centralized F&I department 
for your entire dealer group, we can help 
you with that. If you want something 

rience in the F&I office than hammering 
home a sale. And the F&I specialists are 
introduced as licensed, bonded, and ed-
ucated. They are very important parts of 
the customer experience. 

Customers are told the F&I specialist 
is going to help them with their purchase, 
whether they return to our store or not. 
The whole point is to give the customer a 
very high-quality experience.

 What do you think about the dealer-
ships that have turned all F&I duties over 
to sales consultants?

 We need to embrace new ways of think-
ing and new ways of doing business. This 
industry isn’t what it used to be. It’s no 
longer cookie cutter. Back in the day, you 
had a sales manager, salesperson and an 
F&I director. While that will still work for 
many stores for a long time, this is going 
to change as we get younger and young-
er dealers. When you get into the third, 
fourth and fifth generation dealers, they 
are thinking about how to get more in tune 
with the customer’s wants and needs. 

M E E T  T H E  E X E C U T I V E

I think that you're going to see more and more successful   

F&I managers that are more transparent, better educated, 

web-savvy, and who understand their customer bases.

tomer bases. You’re going to see that trait 
in a very extroverted person. I think that’s 
what we look for and what managers 
should look for. It’s very difficult to find 
people that are driven, yet not entitled. 

The successful person is somebody 
who has goals and aspirations in life. 
That’s the type of person you want. That’s 
the type of person who will be successful.

 What do you see in the future for F&I?

 The new hot thing among dealers 
will be ‘How do I get access to my  
money and my reinsurance company 
sooner than later?’ In a reinsurance 
company, the contract needs to earn 
before you can have access to those 
dividends, but dealers want upfront 
money and they want access to that cash 
for several reasons. They might want 
to buy more dealerships or even invest 
it back into their stores because the 
factories force them to do it. The hardest 
thing right now is access to cash. The 
dealers want to know they can access 
money without taking extreme measures 
like putting their mortgages up for 
collateral. 
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I
In this article, we’re goin’ phishing.
And no, I don’t mean the kind of fish-
ing that involves rods, reel, and bait. 
I’m talking about phishing with a “ph” 
– those emails or text messages that try 
to induce you to surrender your account 
information or, worse for your agency, 
click on a link that results in malware in-
fecting your computer network.

Phishing attacks are a kind of social 
engineering – convincing people to be-
have in a particular way. Social engineer-
ing is far and away the greatest threat 
to the security of computer networks. 
These types of attacks account for 70- 
90% of all computer attacks. Unpatched 
software is the next most common 
threat, at 20% or more. Your IT manager 

can handle the unpatched software issue, 
but you can do something about phish-
ing. 

The first thing you need to do is  
recognize a phishing attack when it ap-
pears in your inbox. Everyone’s heard 
about the Nigerian Prince email scam, 
which has been around for well over a  
decade. Despite being obviously phony, 
as recently as 2019, Americans reported  
losing over $700,000 to this scam, and 
most current phishing attacks are far 
more sophisticated.

Phishing emails and text messages 
are designed to look like they came from 
sources you know and trust. I’ve gotten 
emails from Bank of America that look 
like the real thing. Unfortunately for the 

For agents, being alert  
to phishing attacks and 
preventing them is a legal 
obligation. Here’s how to 
successfully recognize and 
deter the threat.

BY JAMES GANTHER
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Phishing
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phisher, I don’t have an account with 
Bank of America. 

Once I received an email informing 
me that there was a problem with my 
recent wire transfer, and that email ar-
rived the day after I had wired a vendor 
$50,000. I didn’t fall for it, but the co-
incidence lowered my guard. I called the 
vendor to confirm receipt of the wired 
funds and deleted the email, but it was 
close.

How can you tell a phishing message 
from the real thing? If any of these fea-
tures are present, ask your IT manager to 
check it out or just delete the message:
•  Does it come from a source you don’t 

know, or a company you don’t do busi-
ness with?

•  Is the greeting impersonal? If the 
source is legit, it’s unlikely to greet you 
as “Dear Friend.”

•  Does it ask for account or password in-
formation?

•  Are you invited to click on a link?
•  Does it ask you to make a payment?
•  Does it suggest a potential windfall, 

such as proceeds from a class action 
lawsuit or a government refund?
•  Does it offer you free stuff, or any-

thing else that your gut tells you is 
too good to be true?

Here’s an example of a phishing attack  
provided by the Federal Trade Commission:

Looks legit, right? Netflix is, after all, a  
real company, and that is its logo. But let’s 
look closer:
•  The email has a generic greeting – “Hi 

Dear.” Sounds, well, fishy.
•  The email invites you to click on a link.
•  The email spells “center” with an re in-

stead of er at the end – that’s not com-
mon American usage.

•  If you hovered your curser over  
the Update Account Now link, you’d 
see that the URL is not connected to 
Netflix.

What should you do if you 
suspect a phishing attack?
The first thing to do is bring it to the at-
tention of your agency’s IT manager. But 
not all agencies have an in-house IT pro-
fessional, so you may need to noodle this 
out on your own.

Ask yourself if you have an account 
with the company or know the person 
that contacted you? If the answer is yes, 
and you suspect a phishing attack, con-
tact the company or person and ask if the 
message is real. But don’t use a number or 
email address contained in the message. 

If the answer is no, delete the  
message. Do not respond to it, do not 
divulge any personal, account, or pass-
word information, and do not click 
on any links. Doing that could result  
in malware being installed on your busi-
ness’ network.

Phishing is a more complex  
topic than this article lets on. There are 
“broadcast phishing” attacks that take 
a volume approach towards its victims. 
There are “spear-phishing” attacks that 
are more sophisticated and target a par-
ticular person or job description. Then 
there are “whale-phishing” attacks 
that are more sophisticated and target 
high-level executives with convincing 
information that would only be of inter-
est to someone in such a high position.

So why should an agent care about 
phishing? The first reason is simple pru-
dence: Phishing attacks can damage any 
person or business; agents and agencies 
are not exempt.

But a second reason is particu-
larly germane to F&I agencies. The  
Safeguards Rule requires service pro-
viders to identify risks to consumers’  
Nonpublic Personal Information and 
create safeguards to protect that NPI. 
Most agencies probably collect and 
store a great deal of consumer NPI, in 
the form of contracts, remittance re-
ports, and the like – the definition of a 
Service Provider under the Rule. Phish-
ing attacks could result in that NPI be-
ing compromised or corrupted.

In other words, being alert to phish-
ing attacks and preventing them is not 
just a good idea. For agents, it’s a legal 
obligation.

Social engineering attacks such as 
phishing are the biggest piece of the 
computer attack pie, and they’re the 
piece you can prevent. Stay alert, stay 
suspicious, and when in doubt, throw it 
out. 

Being alert to phishing 

attacks and preventing 

them is not just a good 

idea … For agents, it’s  

a legal obligation.

James Ganther is president of Mosaic 
Compliance Services and co-founder 
of Automotive Compliance Education, 
a compliance training and industry 
certification company.
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